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Abstract

An SAS Phone System

for Group Voice Communications

Hiroyasu FUJITA

VoIP is a promising voice call technology that enables teleworks where we can
collaborate with each other regardless of locations. TLS is the most popular security
technology and it is used to secure voice calls in VolP. However, a single encryption key
is used and this may bring a vulnerability to cryptographic analysis attacks. Hence, a
voice call system called SAS phone is proposed. It is secure against the attack because
it provides a key updating mechanism using a SAS key distribution protocol. The
protocol, which can be only used for two-party communication, causes SAS Phone to
be applied to just two-party calls.

In this paper, a SAS group key distribution protocol is proposed to enable SAS
Phone to be used for group calls. The call system achieves security requirements and
can be applicable to small size of group calls such as a creative type of conferences.

Effectness of key update processing on QoS is not revealed.

key words VoIP, SAS Phone, SAS key exchange protocol, Group communications
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| Share ID list L = {ID; = ID¢, ID,, ID3} |

Generates a random number N,
Ac = H(ID,Ny)

Ac

Y

Stores L, A¢ | | Stores L, A¢, Ap = null

l l l

04.1 SASOOOOO0OOOOOOOOOOOOOO0O0

4.3 0O0OOOOOO

4.3.1 0O0OO0OOO
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update message = ID¢c, ¢
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Controller
(Ml) MZ M3
ID c &, B
P ID3,y,
P ID3,v3
Receiveall y; ?
True
update message R o
Set the value of EK¢ in EKp
Generate new key and set in EK ¢
Il loss
ID ca, B
P 1Dy, Y,
Receiveall y; ?
False
ID;, ', B’
(Resending)
P ID3,v'3
Receiveall y; ?
True
update message N

Set the value of EK in EKp
Generate new key and setin EK ¢

l

== Normal case

J |

>— Case of losing a packet

042 SASOOOOOOOOOOOOOOOOOOOOOOOOOO
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3. 0000 B0 AcOODOODHC)=QA00000000000 Ac OO
D0Ay =a@(H(C)+Ac)DD0D0D
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0000000000000000000 70000

5, 000000000000 Ap O Ac O000AcO Ay 000000

6. vw=H(ID;,H(Ay))0OOOOOOO 100000

7. 0000 30000 A4 00000 Ap 0000000
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000000000000000000000000Oeg. o,400000000

9. 4 =H(ID;,H(Ac)) 0OOO

10. ID;, 00000000000
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000000000000000000000000000000000000
12. ID; 0000000000000000
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Mc
Storage:L, A

Storage: IDc, Ac, Ap

Generates a random number N; 1
Ay = H(ID¢, Nyyq)
H(Ay) = H(ID¢, Ay)
]
a=Ay® (H(Ay) + Ac)

B=HAx)® Ac
IDc, a, B
H(Ayn) = BOAc
Ay =a @ (H(Ay) +Ac)
False
H(Ay) = H(ID¢, Ay)?
H(Ay) = B®Ag
Ay =a & (H(Ay) + Ap) Sets the value of Ag in A¢
Sets the value of A¢ in Ay
Fal,
== H(Ay) = H(ID(, Ay)?
Authentication fail True
H(A,) = HUD,, Ac) | v, = HUD, H(4y))
vi = H(ID;, H(A¢))
ID;,y;

v = H(ID;, H(Ay))?

Authentication fail

| Records ID; |

| Sets the value of Ay in A¢ |

ID¢, yc¢

Sets the value of EK in EKg
Calculates EK

043 SASO00O0O0O00OO0O0O0OOOOOOOOOO0
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00000000000000000000000000000000000000000

0000000000000 00000000D0O00 boSOODODODOODOOODOOO
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KD li + 21, 1 0 2 1 2; + lq
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5.1 0O
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Phone 0O OOOODODOOODO
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O00ooO0oSASO000O0OODOOOOOOOCOOOOOO0O00D0DODODODODODOoOoOoOoODOO
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5.2 UUOUOUOOLOUOOOOO
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Diffie-Hellman key management (TGDH) [11]00000000000000000O0O 5.1
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TGDH OO2000 Difi-Hellman DO0O00000O0 [12]000000000000O0
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ugn ugn gooo

goooogo

TGDH | SASOUOOUOOOO | 000 | SDP | SIP | AEAD / AE

RTP

TCP or UDP TCP UDP

1P

053 00OO00O0OODOOODbDOoOooDo
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v 3 5k
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AT

LEsEEYS 3>l
aJ_1>

AT

BYE
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BYE

BYE
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TGDH ZRWT J)\—T'# 6K &3th

-------------------------------------- | #iRLERE Y S 3 STk
a>bhO0-5 M &&iH : or
1 d>bO-ShhRH

HAB: L ={ID, =ID(,ID,,ID3}, ID; = ID;, Ac = GK, Ag = null
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R L L

ML T —X/REEIT—X 1| §8: EK}, EK} = null

EK} THES{L

XTI —X 2 ##: EKZ%, EK% = EK}

EK% THES1E

BWEXIT—X 3 #: EK3, EK% = EK2

056 00000000 SASPhoneOOOOQOOUOO

BRI il

s

WmEXIT—X j #: EK., EK, = EK)!

EK). THES1E <

JOIN /% IT—X 1 | #: EK}, EK} = EK)

EK} THES1E -
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EK). THE1E -
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B

ki
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LEAVE / #fti%xJ1—X 1

BEXIT—X 2

e EK. EK. = EKO1
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. 1 1 j—1
#: EK{, EK} = EKY,

#: EK?, EK? = EK}
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