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Abstract

Promotion of Security Awareness: Proposal and Evaluation
of Enlightenment in an Opportunity for Voluntary Security

Action

Haru Fujiwara

In recent years, the number of phishing attempts that lead users to malicious web-
sites and cheat them of their personal information has been on the increase. security
incidents, including phishing incidents, are caused by human errors due to human care-
lessness and non-compliance with company rules, and it is important not only to protect
the system but also to educate the users themselves to increase their knowledge and
promotion of security awarness. Therefore, the purpose of this awaraness is to pro-
pose and evaluate a method to promote anti-phishing measures even in an environment
with a wide range of users such as an organization or a company. By designing and
comparing security training methods focusing on human factors, we analyzed the re-
lationship between factors effective in improving motivation to take countermeasures
and user characteristics, and evaluated the degree of retention through a follow survey
after a certain period of time from the implementation of the training. As a result,
it was found that the compared training methods have one advantage and another
disadvantage, such as the method that relatively increases the motivation to take coun-
termeasures only immediately after the exercise and the method that is less effective
in increasing the motivation to take countermeasures immediately after the training,

Based on this, we have proposed a final method of raising awareness by giving examples
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of situations in which each training method works effectively, and by assuming that it is
optimal to use each method depending on the situation in which the awareness-raising

is to be conducted.

key words Human Factor , Phising, Information Security, Security Awareness
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Q3

3.71

3.81

0.052f

3.47

3.74

p<0.001***

3.67

3.90

p<0.001***

Q4

3.21

3.71

p<0.001***

3.10

3.66

p<0.001***

Q@ |» | Q|®m | = | Q|W®W

3.36

3.85

p<0.001***

e CHIK

— 2HEREICEFTDZILID, 74y L TEBBZREETWA I ehbhrb
— U DPERICEEZMEAIH o706, FHi7 > — b e EEPHIGICE - T
W EFIDIA B

5.2.2 BT — DR ESR

BT > — MZDOWT,

RBEERD22ICZENFIURT. KOWTIRY 77> —MERBETHEM LR a7 25wk

V77 —08%To7T — XIZOWTHWMIN 21T o 74

*p<0.05 ,

Ee SRRSO L. IR TO®ED TH 5.

o Low: 0-1 &
e Mid: 2-3 /&

e High: 4-6 5
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**p<0.001




5.2 FHEMER

5.2 [HOEEFIIE (FRTEPEEE)

B | BEAR | B4 | BEF | pfE
A 3.82 | 3.86 0.58
Q2 | B 3.75 | 3.93 0.08"
C 3.85 | 4.03 | 0.02*
A 3.71 | 3.68 0.69
Q3 | B 347 | 3.71 | 0.02*
C 3.67 | 3.81 0.061
A 3.21 | 3.25 0.64
Q4 | B 3.10 | 3.33 | 0.02*
C 3.36 | 3.63 | 0.002**

fp<0.1, *p<0.05 , **p<0.01

Q2, Q3 LT EDY T =BV THERRAEDNRP o215, HEHTR
KXo TH2V 77y —EBOEMELBEMTHRIINGZHEE L5 2 2EHAEED s Rn T
RS, FMLUT, Q41 Low BBV THEMER, Mid BilcBWTHEEN A LN,
DO, = EDHZE TR —IEREITI CARDPEICEWEEZRLTWS Z e bhb. L

L, High BIZBWT B RO FEEIE F o LD AEEIIHEZE IR o 7.

5.2.3 EEEREHLENRICTR> TVWBEDI—HHFHE

EAEE RS 512H7--TC, 1 BIHEBR  HENEMINTZ & HIRIZHKE > TW5A]
REMED S E TTHE FEFEDEHIRITHK > TV B HE ) ZAREBRTIIUT ORI HERE e L
TE&RLT-.

BT ¥ — MCUERZHERRE Thh ] vEE
o B > — MZT Q412 4 ML ETHIE
B

M7 > — MZT QIR L TRIBEDH - 72 b [
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5.3 EE

AR e HEEEMD IR > TV AR £ 25 TROHTHEMEZIT o 1R 2 £
5.2.3 1T

Q3 IV TIE, ARICHED ST HHEEBOHRIHK > TV E MERICEVWEEEZT
SEMMB RSN, BELE OMBENH S Z e A7, LT, Q2UE B IR TOAAEED
RofzZ e oRa HBIEERE 2 T Cn  EBIR Y, PENCENEE 52 % C
R T,

5.3 EE]
5.3.1 X—JL:FEEFRICEDVWI-EEEF

X = VOB ERIIBO TR IRIEFCLI-—FOFEHEZED LT [20], FSD 7 4 v
U R=NVIZBOVTREEBNCHOWLNTWS. 2D 1 8 HEERTIT - 7 #E fEa
WKEBWTOITORMIEX - VOELAHZHKT2EHREL LTHAEYTH L RL TV
o T, BRNBEDPEEL TV I—F L ZITROVI—V TROBEFICEI R LN 3 HH
ThrrEZBNS. 2T, n aNOEBEIEMN DT OEMZHE A THELEDDE
X 5.61CR3. K56 XD, BAROZ—FHDLEKY, 0 I NOBEEREIFEL TS
D, Z4NR) YT RIToTOWRVWARDADZITH A - B ARABICZHEIKRTHEM
M (adj.p = .056) 3A SNz, T AT, 5.2.3 HIZTHRIE L 2B DFIHICHE > T
SHBDI—FIZT 4 N2 ) I LEbDEK5.7ITRT. FAMDOEN KD EEZEFIIADL
NBEI2CH>TVBZebhb (p=.029,n%2=0.09), ZELKTA -BBIEEE
(adj.p = .025), B - C FICEEMEM (adj.p = .087) A LNz DIEED, T F&T >
EATHEEZITS B ARIERNE L EESIELIEWCHELTWSEERS.

5.3.2 C AR CEEBREBMEBDHDREE

TEA Rl 21T 5 ARFEERIT T, iR e L TGEML 7 C ATRDNEMT 7 — MZBWT
LR, @O REMZ RS 2 ek 5.22 K DMERTE L. £k, IV —THHOADE
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53 &%

mean

X 5.6 FXHE: va~0EHIEA

521 o bR CHEHFADMA R /2. 2D I eh OAREROHEREFICB VT C AN EE
MERODICEMNIZ oI TR 5.

DLW oTERNE LT, #BEENPRESINTVWLLDTHLIeEZONS. K
EFTIE, 5.1 14 HTRLE XD YO —F D7 v r— b EET L TORr - T
BHADBME L WG D ET o B 227591 (K 5.2, 5.3,5.4) A2 A, BJ
RIFEEHE DB E W R a7 ETHOHLTNE I e hs, HERENEX—LDEL 21E
HTE2 & TW2—F) PEEEICZSEEh T ebhd. »fLT, C AR
WBHEDORMERIMEAIHZ b HERINIA—NLDEL ZRELVWEREL TV 21—
B BEEREZEICZ L BTN TV e D95, FD0), HERIIERINZ5DN T 4
U ITH DB EHRINIBRICELYEE 2 11— DN Z L GERTwi C A2
RIS R OIREMRE R L e XN 5.
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mean

X 5.7 EIRIZHE > TWb2—H¥H: aa~nzHIEN
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3% 5.3 Low BfLbig

B | BEEAR | TEME | plE
A(n=30) | 3.90
Q2 | B(n=29) | 3.69 | 0.44
C(n=16) | 4.00
A 3.50
Q3 | B 3.56 | 0.60
C 3.72
A 3.00
Q4 | B 3.25 0.097
C 3.55
fp<0.1
# 5.5 High BEHLE
B | BEAR | TME | pfE
A(n=29) | 3.86
Q2 | B(n=29) | 407 | 0.34
C(n=26) | 4.06
A 3.65
Q3 | B 3.73 | 0.42
C 3.93
A 3.38
Q4 | B 3.58 | 047
C 3.62

— 45 —

# 5.4 Mid BEHER

B | BEAR | F5fE | pfE
A(n=77) | 3.86
Q2 | B(n=62) | 3.93 | 0.49
C(n=68) | 4.03
A 3.77
Q3 | B 3.75 0.92
C 3.81
A 3.30
Q4 | B 3.25 | 0.03*
C 3.66
*p<0.05




53 &%

#5.6 BEEEMDPHIRICHE > T3 BED 7 KA
A /K
B | EMRICTR->TWVWSE | Ti9(E pfE | n"2
TRUE (n=24) 4.00
Q2 0.407 | 0.005
FALSE(n=112) 3.84
TRUE 4.08
Q3 0.010* | 0.047
FALSE 3.60
B /K
B | ENRICTER->TWVWSE | Fi9(E pfE | n"2
TRUE(n=19) 4.26
Q2 0.040* | 0.038
FALSE(n=91) 3.86
TRUE 4.15
Q3 0.012* | 0.057
FALSE 3.63
C ik
B | NRICER->TWVWSE | Fi9(E pfE | n"2
TRUE (n=34) 4.15
Q2 0.271 | 0.010
FALSE(n=286) 3.99
TRUE 4.09
Q3 0.017* | 0.047
FALSE 3.71
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6.1 EEAXOFEICEDOWIERFEDRESE

AFFETIE T 4w P 71T 2EF 2V 7 4 ERITBWTHERZ HF ZZonfz2iTwv
HEHRE 2 0BG Lz, 2N HIC 433 IS THEN R UTER LT HNE I
FLCAHRALED TESERFHMAT 5222 T, 3 20 FRCIE—RK—HOR#E¥H L b
DHERTE . 2070, 1 DOBNL P SEEFELZRRET 2D TELL, KR
iz FEY) R RMAGHZ R T et F 2V 7 4 MRITEZ (T ERTFEORE L 25 &
25,

6.2 A ARISELFIASE

3, 4B\ T, HEERICHREMZEHD 2 I3 RLICHRHIHEE 2D 2 A T EHRH
THIENV T I —HEEORELHRNBI A I IXORNT-0EMTHL L L
e L2L, b BIZBWTHRINZGR CTEE ORI 21T o 7 & T 2 MERLHY I SREAK
Zmd s, HEICK DGR RHRPBEFNEPMMATR B L TESEL TWd okl
3EEBD oNB o7z, o T, A TRIEZDHZITHBWTIRL W —HFII0 U TERZ BN
EXWRERZ EHDIWGHTHENTH 5. BIZIE, @ADL X 2 7 4 WRHE R 21T 5 IR
BREWXTEEED LS BAED T THEM TS, ZNEOENEKE &GO 20 Lb&ED S T

TN D ZOROZHIN L TERNE SEL ZeBFTE 2.
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6.3 B 7RIE L HHSHE

6.3 B AIISELFIAZE

RACHBIHEZ T2 B AANE 4 BEECIREHEERIZY 77y —HEE SV
DOMREMPHEIC T o TLED Vo MEHADN R SN T WD, EAEIZHEHE L Tk
T2eMMARIDBENTNS ZeAEWVRIRERL OO SN, E-T, BARIZH
Bl THEREZ I —PAPFRMNICERSELWEHEHTHENTH 5. FIZX, £40°H
FOWMEITEOETZHET L LI RA Y T4 VIHBICBWTEMTIUL, THENBEDEED
HIfTEs. REL, AFEBRICBVWTIEEEZHRAT20I@E L v WEHTSZ
Y CHAME OEREPMRTZ D TERLY, EET2HEROHEAITEHTHE. £
D7D, FEIELVWEERZIAMICL TIRRT2RELT, €T 2ARMEEZED L Z L
NEEC BRI EEZIOLNS.

6.4 CARICEL-FBSE

I~ EDHBIHEE L 722 K5I A—NERZ1TS CHRICOWTIZ 4 ED X 5 ITHEH
ARG 2T L TOOH 21T > TWRW =, THE EH O REMIC D W T IEREC Hg
TETWVWBR LIRSV, 3 ODHRDELTRINNKEREEDL2DICENTHEE
ZHN5. EBEEICOWTE, B AR IR T 2 e BN EERINEE L TWVW2 LIFE R
s, R BV T H BT ORMAHIRICHKE > TV L RHh 3 2 —F DHHRIEE <, iR
EMbEWMEMCH o7, L L, EEETHEDOFEBICBWTRAE LRSI 77> —
DEVERZMERD R SN2, 4.3.3 HTIE L7z & 5 21— U 7= HI B
BXNTWAREEDS D 2. 2070, WLV —FENEET 2RECBVTL AT L
[ CIEA ORI R T E 2 2 iZ v nitn, ito T, C ARFEF 22T 2 2—F#OV 7
Ty —HREND ZRETHT 2 TE, HEIRRRT 2 X —LVOHBIHE LT 2 2
ENTEZEHEDPVIGHECIHEECENTHI e EXONS. HIZIE, FEDOHERL T
MR 725 L — P O\ ZBRL TV 2 Y EEREL EMT 2B RP G TE 3.
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IR, WIS D2 7 49 & Y THENDOR KL LT a—~ Y77 7 XICHEHLH
BHAZ G LB 217w, EEEZFHME L 2. fRe L T&EEAicdzheh—
R—HORMHNRD 25 Z L MAZ 77D AGEICNC T, BHT2HEETRE2EET L L
X a7 o WRITE 2R SEHRFIEL LTIREL .

AL TR LI—VREOTTH 7 4y SV TIIBICOVT I D HEENIRKEZVWEEZ BN D,
V77— BB LURBEWED - ONREREED HHEE TR 20N L TE . KER
FEEzHWS Z e TRV —FE, BREGHICBWTHN WA REREZAREL 52 2 &
HifrE e Dy, KD RRINIEFR L T2 13 HEROMH C MENIEFICEE L 25, KR
IO RATEIN QBRI & 72 2THE & ZONBICER L MBS 21T 5 2 & THEMRI G S
NHLINTVS. FIEEEDL2XF—V—FPL A 7Y M X&, IROEHE, A2 EHMH
i, BRAA IV, HENE L OBEER Y -V ANFELr5EZ 2 EZ N HRIETE
K BH5. TNOZRIEZTARMFTR L BEE G RITHE LS ik z a5 28 T&
DSEREDEWVEFHFEDORBANE BN Z e BfFE N5,
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AR ZHEDBIZDHTD, ZLOTT LI WIEEE L. FICHEEHBTH 2
HESEAIWE, FEEETH o7 b#iA D L RFEAEFDTNT, I 6 FEFICHRD
BMFEITRD X Lz, EFEHZIE LD LT, MBEEEH R Y H 5w 3512 T ZiEE N
PEEHNIRAREOREE Y LTHRICHTWI 3 ETIRES R TWAEREZE L. Ok
DIEHAH L BT ES. £, HERD oMk L CRIEZ ZHAZE D, WD A
T2 RRS e RAMARELZTFRNPTEL LS RME 2 LTS o7k, BABINEEL
WHMEREDOB ZANCHELSBILHL LT ET. 2618, HEOEZZEHET512H7--
TOFMPHARHE ICRE L BN ZE o T NLEFAMDORANSLHEEDRE, LEDT A
WKHEHERL ETFEST. 2L T, X2V T4y h Y ¥ SeckHack365 ThL—F—2 L
THREWLZE, ROV TH A Xy 2 T o REVIFFERARENE RSSO
ERENERR, FIFTE O ZHEERE, LY K< 4 7 ekt oS h#EiRk, F— 2D X v
N=IZHEELHF L LT ET. RRICGHICESZETHOLWAHTH R T N0,
B, R, fUEE, TERE, R, MEOREOERILE D E#ZH L LT ET.
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K1 AR IHRER (HATF L)

A 70T BE
Measure 1 Measure 2 t df p Cohen’sd SE Cohen’s d
Q2(FEal) - Q2(FEHK) -1.173 135 0.243 —0.101 0.069
Q3(ZEH) - Q3(HK) -—-1.962 135 0.052 —0.168 0.062
Q4 (=) - Q4(F#) —-6.460 135 1.755 x 1079 —0.554 0.086
A 7 [EI%E

N Mean SD SE Coefficient of variation

Q2(FEH1) 136 3.824 0.806 0.069 0.211
Q2(%Hf&) 136 3.890 0.832 0.071 0.214
Q3(ZFEdi) 136 3.713 0.778 0.067 0.210
Q3(FE%) 136 3.816 0.896 0.077 0.235
Q4(%FEH1) 136 3.213  0.922 0.079 0.287
Q4(FHR) 136 3.713  0.996 0.085 0.268
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£ 2 BITAHER DGR (AT HRILE)

B A T BE
Measure 1 Measure 2 t df p Cohen’sd SE Cohen’s d
Q2(FEal) - Q2(FHHK) -1.215 109 0.227 —0.116 0.085
Q3(ZEH) - Q3(FHfL) -3.952 109 1.379 x 1074 —0.377 0.072
Q4 (=) - Q4(F#%) —6.468 109 2.903 x 1079 —0.617 0.098
B 7[E&

N Mean SD SE Coefficient of variation

Q2(FEH1) 110 3.745 0.882 0.084 0.236
Q2(%Hf&) 110 3.836 0.883 0.084 0.230
Q3(FEd1) 110 3.473 1.002 0.096 0.289
Q3(F%) 110 3.736  0.915 0.087 0.245
Q4(%A7) 110 3.100 0.986 0.094 0.318
Q4(FHR) 110 3.664 0.951 0.091 0.260
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£ 3 CHAHBDIER (HAT-FHRILE)

C i ABE
Measure 1 Measure 2 t df p Cohen’sd SE Cohen’s d
Q2 () - Q2(H&) -3.2563 119 0.001 —0.297 0.071
Q3(ZEH) - Q3(HHfL) -3.964 119  1.260 x 1074 —0.362 0.074
Q4(FHa1) -  Q4(FER) 7345 119 2.807 x 1071 —0.670 0.085
C A [ml%

N Mean SD SE Coefficient of variation

Q2(F#1) 120 3.850 0.827 0.075 0.215
Q2(F#%) 120 4.025 0.667 0.061 0.166
Q3(Ffi) 120 3.667 0.863 0.079 0.235
Q3(FH#%) 120 3.900 0.760 0.069 0.195
Q4(Fd) 120 3.358 0.896 0.082 0.267
Q4(F#) 120 3.850 0.847 0.077 0.220
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K4 AR OHRER (FATIEPLLE)

A 77 BUE
Measure 1 Measure 2 t df p Cohen’sd SE Cohen’s d
Q2 (i) - Q2(GEFF) —0.551 135 0.583 —0.047 0.096
Q3(ZEH) - Q3(EHF) 0.403 135 0.688 0.035 0.090
Q4 (ZEHT) - Q4(EBFF) —0473 135 0.637 —0.041 0.081
A 7 [EI%E

N Mean SD SE Coefficient of variation

Q2(FEH1) 136 3.824 0.806 0.069 0.211
Q2(EFF) 136 3.868 0.859 0.074 0.222
Q3(FEH1) 136  3.713 0.778 0.067 0.210
Q3(EHF) 136 3.684 0.849 0.073 0.231
Q4(FEH1) 136 3.213 0.922 0.079 0.287
Q4(GEFF) 136 3.250 0.994 0.085 0.306
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®5 BITAHEROIIER (FHATEPLLE)

B /i ABUE
Measure 1 Measure 2 t df p Cohen’sd SE Cohen’s d
Q2(F#) - Q20EHF) —1.800 109 0.075 —0.172 0.122
Q3(ZEH) - Q3(EFF) —2.354 109 0.020 —0.224 0.113
Q4(FEHT) - Q4(EEF) —2425 109 0.017 —0.231 0.101
B 77 X[a%

N Mean SD SE Coefficient of variation

Q2(FEAT) 110 3.745 0.882 0.084 0.236
Q2(EH) 110 3.927 0.786 0.075 0.200
Q3(EAT) 110 3.473 1.002 0.096 0.289
Q3(EH) 110 3.718 0.847 0.081 0.228
Q4(EHI) 110 3.100 0.986 0.094 0.318
Q4(GEHF) 110 3.327 0.879 0.084 0.264
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®6 CHAHMBDIER (HATEPFLLE)

C /i E
Measure 1 Measure 2 t df p Cohen’sd SE Cohen’s d
Q2(Hal) - Q2(8¥F) —2.284 119 0.024 —0.209 0.105
Q3(FEA) - Q3(&H) -1.876 119 0.063 —0.171 0.097
Q4(HEH1) - Q4(EEF) -3.164 119 0.002 —0.289 0.100
C iK%

N Mean SD SE Coefficient of variation

Q2(F#1) 120 3.850 0.827 0.075 0.215
Q2(EBEF) 120 4.033 0.709 0.065 0.176
Q3(Fdi) 120 3.667 0.863 0.079 0.235
Q3(EBEF) 120 3.817 0.788 0.072 0.207
Q4(FHd) 120 3.358 0.896 0.082 0.267
Q4(B#FF) 120 3.625 0.821 0.075 0.226
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