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Abstract

A one time password authentication method applicable to

secure IoT for communications

Eri Ota

In recent years, IoT (Internet of THings) to connect things other than personal
computers to the Internet has been developed.IoT devices include Web cameras and 1C
tags.For example, when the communication of the Web camera is exchanged without
being encrypted, it is conceivable that the image which is not wanted to be seen by others
is leaked.Therefore, encryption is also required for IoT devices, but key distribution
method is necessary for encryption.There is a method of using the one-time password
authentication method SAS-2 (Simple And Secure password authentication protocol,
ver. 2) as a key delivery method used for encryption.However, in order to use it on IoT
equipment with low processing capability such as IC tags, it is necessary to devise a
method with lower load.

In this paper, we propose a key distribution method that can be used for low throughput

IoT devices.

key words IoT, One-time password authentication

—ii —



HR

BIE
3.1
3.2

3.3

3.4

4.1
4.2
4.3

4.4

IZL®IC 1
T4 LINRT— REBEEARNZ AWREEAN 3
SAS-2 ., 3
211 EREEE . . . 4
21.2 BERTIAZX 4
213 FIETAZX . 5
REARX 8
BEF G ADORIER . . 8
REAROME . . . . . 8
REHFRNDFE . .., 9
331 FREEZ A X L 9
3.3.2 BFEORES . ... . 10
REAX . 11
341 BERTIAZX L 11
342 FBIETIAZX 13
ST - B2 20
—HEPERRR OB HER . . . 20
DTV TREYT 21
SATHE M; .. 21
IoT BERRCTORIH . . . o 22
F ) 23

— iii —



Hix

i

S 3k

—iv —

24

25



2.1

2.2

3.1

3.2

3.3

3.4

3.9

3.6

3.7

3.8

3.9

3.10

3.11

3.12 M,

3.13

3.14

3.15

3.16

HR

SAS-2 DEFET A4 KX . . . e,

SAS—2 O) IZ]AL.\IILE 7 I ’f X .............................

REARODFEORIMEZ =14 X . .
RIOERFIE . . o o
RESFROER T A X700 —K . . . ...
RESFROERR T A XDWH . . .. .
REAROTEIEZ oA X ..o
A—HIDaL fEMEELIF—MNZES oo
RIEERE ¥ A7 H e o THHUGREER Z IS . . . oL
A SWREFRFEERA TS L
RIEGRRENS iR & BRRE I MO AN ERAE . . . . o
HY D HY U 72 ik I ERGE G e & 3RGEIE R Z e L T e i L 2 — ¥ % 383
D = =3
C RGN R A M, CIRIIGREEIESR ISR . . . L
yEI=YRNTERE o
I—-YRNE M & EZFE ..
EeyZHBUS—NZFEIE ...

T AT M, % M;iq, BN, %= Nit1 WEEHT ..



xKBR

4.1 FRAEERER R AT LT P 5 o — 5 i B oD 3 5 5

—vi —



L UHIC

LA, €/ DA >R —3%v b (IoT:Internet of Things) & FFIXI 2 ¥ H3E K& UKD T W
%.IoT &iF, tka7s T 2314 & —2y b ZFHLUBEZT S HEZKRT S [1).10T #
BOPIE LT, BEL YT RT LY IC X 2% Web 71 A5 R ERB B, 25 ToT HE0E
BIZBWT, MEITANSFREID > TWEIGENEIET 5. A X Web 77 X J DidE(E %
BRI NZ56, ROPOMENRRONTUESI REDEMREZZ NS [2]. 2OFENS ToT
DIFIZBWTIHESPBETH D LEZOND.

G TR ARBERE S AR e L@ S A X0 H 5 10T DAD IR A v X2 — %y
MEAEIZHWT, #E DR SLIZ RSN 5 5 X% FH Wz TLS(Transport Layer Security)
PRI X5 03 ToT B~ DI IXRED S 5 ToT #a TR H I N BPNITIX IC % 7s
EDINUTLZMTH BHPKRDoNDIMB L, TDHIZFHREEEI DKW CPU Miibhs.
F 72, 10T B8R3Ny TV —BEBOY £ 2 0. 15k < DY ToT B8R I2E S b > TiT -
HE H2 DAY TS Y ARREIZRSE. TOEIPCBHHEEZDBRILULIA T ANV E
BT8R H 0, ME AP A 5 L BEHHEDPEA S 5, WA IRV GPEE
LWweEZond. LoT, KRBTSO XS LAMOEWERZ KD o125
WL TWRW. TDR/EIEEO DR NERE S SROMANEL TWE s eEZI SN0, L
"L IZOBEESEES IR UEEZFHT SO T, BOLEHENMEL 2 5. Bl% S
RNeUTE, 7R A LAY — RRGEAATH % SAS-2(Simple And Secure password
authentication protocol, ver.2) OFEEIFEHRZHE U THHT 2 HCTHAEE XL UTHHA
T2HEPFET S 3. L2rLZENTE —EOEFIZR L, 8B4 L O 8o #EE L E [ 2
ThHd—HAMREEE 3T HL 2 5.



Z I TARETIE, WHRE I DRV IoT s THRATE 5 & 5 ,ToT B&arll T — At %
DR WEEE AR U THRAD T VXA LAY — REBHSHFREZIRET S, T I3HED
T YRALNAT — RFFEHNTH 5 SAS-2 2 FHWHFLE R DWW THIAS 5. IRIZ*E
DR 2 R U RE X2 L, #2475 .



VA LINA)—RERESEAR %
W= SEE XA T

ARETI, AL GRS UTHAAEERY VXA LANXAT = RIZDOWTHRR 3,

T RALNRAT — REBAEARNIE, BEEZIT I 72N AT = ROAEHINBERALFRNTH
5. D7 RA LNAT — R AROHTTH, % H R e UCRHATE, Mo E
72 SAS-2 IZDWTHB L TWL.SAS-2 TIFFREHE R ERIZHE I N5 2, £ ORAEIHERZ
e UTHWSHETHEEOEICHITEH SN IHAL AR UCEHHMRETH 5. L H
BN WEERZMES &, —EREPFHRLUTU X > 25487 DBROBENENE N
TLEIDOT, #EESRNLBEEOEIZEPEHR I NIV EI L WEEXS5ND. KT ToT
Bar CRIAT 212472 > T, BB Z K 2 HAME I ND. ZDOGH A VT F Vv AWK
272 R, HEIRIZHEDER S NAHEE SN2 EATIEPEE LW EEZOND.

&> T,SAS-2 X IoT BEARTOEEICHEL MEZF>TWHEEA65NDHDT,SAS-2 &

IoT TOMFIZFAT 5 5GOMA 2175,

2.1 SAS-2

SAS-2 1%, — /3 A VEBIE & PEMLAY Em PR AN 2 £ o 7= (A1 R PR A < GRRE AT RE /2 7 > R A LS A
7 — FFREEH R TH 5 .SAS-2 [T E DEIETDAITONS ESRT = 1 X L IR[E LA D@
f?'ﬁﬁﬁ’)m%nmﬁ71’f/’<7§‘ %) Nﬁ71’f}<f i%ﬂ@nbn I %ﬁ%féi\t;}l/‘— ]\ }I&."'fﬁ’)"c

BEZITWVEWNFIZEET S, #7214 ATIELLETEWA VX —32y "R EDIL— |k



2.1 SAS-2
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2.1 SAS-2

‘ User inputs ID,S ‘
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Generates a random number N,

and Stores N
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Store ID, A
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2.1 SAS-2

User
Data storage : N

Server
Data storage : ID,A

User inputs ID.,S

A=F(IDIS &N

Generates a random number Niy
and stores N
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True

Authentication fail

y =F(ID | F{C))
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v
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