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Abstract

Research on Secure Public Wireless LAN Communication

with Multiple devices Authentication Using SAS-2

YOKOYAMA Takuma

In recent years, public wireless LAN service has been provided in many places. In
addition, as a policy to increase the number of foreign visitors to Japan, the installation
of access points at tourist spots has progressed, and access points are increasing year
by year. However, most of these public wireless LAN services use non-passwords and
common passwords, and in an environment used by an unspecified number of users, it
is difficult for third parties to intercept attacks such as eavesdropping and tampering
There is a risk. As a method to deal with this problem, there is SAS-VPN. SAS-VPN
can not perform multiple terminal authentication using one ID, because usefulness is not
shown because comparison evaluation of other VPN method is not performed. In this
research, we propose SAS-VPN which made multiple terminal authentication possible,

evaluated by HT'TPS communication and VPN method, and show its usefulness.

key words Public Wireless LANO VPNO Authentication(] SAS-20 Multiple devices
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Server
Data Strages : Uid, N, A

N

A =X(Uid, N;® P)
Generates a random number N,
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Authentication fail

027 00000OO0ODOOODOO ODOOOOO

— 20 —



25 ODOOOODODOO

gooogod

gobogobobuooooodboboooobbuoobuoobbboogbbooobLbo

ggoooooobbbboboooooogouooo

goo

00000000000 DOO0bOO0DbOO0ODOO0ODOO0DO0DOOo0oDOOoDOOo IDO0OODOODO0

O000O0000O000O00DOoO0OooO00ooOo0DoObOoOoooooooOoo IDOO

gobboboooobooboooobobboooobbbuoooobobooooboboboogn

gobobbooooboooooobobboooobbbuoooobboooubLbbuooOon

gobobtbooobobbooobobboooobbbooobbboogbooboobg

— 21 —



30

HRERERE

000000000000000000000 SAS2000000000001ID/00
000000000000 00000000D00000000 SAS2000000000

goboobbbooooobbuooooobo

3.1 0O0oooon

gobobbooobobbdoooobbuoooobboooobbboooUbLbboooo
gboobooblobooboobbobboobboooboboobooboobboOobbo

gobobbooobobbodooooobooooboboooobobooon

3.2 0O0O0OOd

e User JO0ODOODOOODOODODOO

Server O User 00000000 O00O0O0O

vidOoO00oDoooooooo

TdOODDODOODODOOOOOOoOoOooooo

pPpOODOODOODOOOODOO.

SIOSIA0SIp 0 UserOd Server 0O00OOODODOOOOO

Slex SI,0 SIlp 00000000000

i0,00b00bo0ooboobobooooooboo.

N, ODid0O0OO0DOOobOooobooboobooo

— 22 —



3.3 00ODOODOOO

Nex; 0ON; 0 SIO00O0OO0OOOOOO

XOFOHOOOOOOOOOOOO0OO0O F(x)0xO0OOOOOOOO0OO0OO0ooooo

goboboobobooooboboooobbooooboboooobobod

+0o0bgbodgogd

ou,0boboooboooboan.

ACOOO0ODOOOOO

3.3 Uuouooooud

0000000000000 O00DD Tidoogooooo Sljogoooogoooooog

goboboooboobooooboobobbo dl1boboooboobooo.

Server

Input Uid, P

Generates a random number
N, SI, Tid,,
A =X(Uid, N, @ P)

Uid, Tid,, A, Ny, SI

(secure)

Stores : Uid, Tid, A, N, SI

031 000o0oooooooboo booboooo

1. 00000000000 UidOO0o0OoO00 POODOOOODOOOOOO TidO SIO Ny

— 23 —



34 000O0OOO

O00000D0A=X(Uid,P® Ny) OO DOOODO
2.0000 UdOOODD TidOSIODNODADOODOOODDOOOOODOO

3. 0000 UidO Tid,SID NyODADODOOO.

34 0O0O0O0OOO

gobobboooboboooooobooooboboooobbboooobLbobooon
goboboboooobobboooobbbooobbbuooobbboooobDbbooOoo
gooboboboobbdoooobbboooobbbbdoooooubbbooooo
gobbboooobbobooooobbooobbbuoooobboooobbboogn

OO00O0obOo0obOOobOOobooboooOoiboobooboboo 320000

1. 00000000000 Uid000000 POOOOOO

2. 00000000000000000Vid0 TidOOO0OO0.

3.000000000000N;0Tid00000SIO Nex; =N;0@SI00000
0000000000000

4. 000000000 Nex; 00000000000 SIOOOO0ON,; = Nex; & SIO
00O0O0ON; 000000

5. 0000 UidO PO N;OA=X(Uid, P@ N;) 00000000000000 Niyq
000000000000000C =X(D,P & N;4,)0 F(C)=F(ID,C)000
00 CF(C)0 ADODODa=Ca® (F(C)+A),3=FC)eAO0000000
00.00000Nex; 1= Ny @ SI00000O0

6. 000000000 Ner;;;00400000000000000000000000
0000000000000000000000000

7. 00000000 00000000 AOOOOOF(C)=86A00000C=a
® (F(C)+A)0000000000N;4; = Nex;;.,SID000000006F(C)O

FUidOC)OOUOUOOOO0O0O00O0000oU0o0oooooooooooooooo

— 24 —



34 000O0OOO

Server
Data Strages : Uid, Tid,, N, A, SI

User
Data Strages : Tid,, SI

Input Uid, P

Uid, Tid,

Nex=N; @ S|

N= Nex; © S|
A =X(Uid, N, © P)
Generates a random number N,,;
C=F(Uid, N;,;® P)
F(C) =F(Uid, C)
a=Ce (F(C)+A)
B=F(C)®A
Nex;,,=N;,; ®SI

17 Vidl

a, B, Nex,

FQ)=BoA
C=a® (F(C)+A)
Niyy = Nex;,; © Sl

Authentication fail

true

y = H(Uid, F(C))

y =F(Uid, C)?

Authentication fail
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Data Strages : Uid, Tid,, N, A, Sl,
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Data Strages : Tid,, Sl,
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